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Chapter 2: Signal Transmission Media

n data communication terminology, a transmission medium is a physical path between
the transmitter and the receiver. It is the channel through which data is sent from one

place to another. Transmission Media is broadly classified into the following types,

=

Guided Media

It is also referred to as Wired or Bofinded transmiission media. Signals being transmitted

are directed and confined in a hway by using physical links.

Features:

e High Speed V
e Secure
o Usedf m tively shorter distances

sed) Transmission Media. Twisted Pair is of two types:

1. Unshielded Twisted Pair (UTP):
This type of cable can block interference and does

not depend on a physical shield for this purpose. It is

Figure 8: Unshielded twisted
pair

used for telephonic applications.

Advantages of Unshielded Twisted Pair
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Chapter 4: Connect Two Remote Devices

omputing devices have come a long way over the last years. The modern family
now has become mobile in the sense that now they have smartphones, tablets
and various other gadgets with rich networking capabilities. Now, it's easy fo

them to do home networking and remote access a computer with IP address.

Public Switched Telephone network (PSTN)

The public switched telephone network (PSTN) is the aggregat w ircuit-

telephones.

The features of a PSTN are:
sTw VolP

2
'Y 2L Y

Figure 33: PSTN and VolP

e Subscribers can be connected by entering telephone numbers
e The existing connections are primarily used to transmit speech information
e After hanging up the connection is closed and the resources used become

available to other subscribers
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Switch

Switches generally have a more intelligent
role than hubs. A switch is a multiport device
that improves network efficiency. The switch
maintains limited routing information about
nodes in the internal network, and it allows
connections to systems like hubs or routers.
Strands of LANs are usually connected using
switches. Generally, switches can read the
hardware addresses of incoming packets to

transmit them to the appropriate destination.

roves network

ubs or routers because of

think of a switch as a device that has
some of the best capabilities of routers

and hubs combined. A switch can work at

INGYARP inspection and MAC address filtering.

outer

Routers help transmit packets to

their destinations by charting a

path  through the sea of

interconnected networking
Figure 49: Router
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Subnetting Questions

Class C network 192.168.10.0 with subnet mask 255.255.255.224. Calculate the

followings
1. Number of subnets
First write the default subnet mask of class C subnetworks and then @ne

mentioned in the questions as shown below.

255.255.255,0 \
255.255.255.224
111100000

L et

T g

Network bits

Number of subnet bits (network bits)

If you know number of subnet bit you€an find number of subnets using following

equation.

Number of Subn (s = number of subnet bits)

Therefore,

Number of subnets = 23 =8

ou know the number of host bits you can find the number of hosts using the following
equation.

Number of Hosts = 2" — 2 (h = number of host bits)
Therefore,
Number of hosts = 25 — 2 = 30 hosts

Advanced Level ICT Data Communication and Networking Dilan Hewage



62

3. Valid IP address range

First, we find the 2 to the power of number of host bits. (here the number of host bits = 5,
already calculated in the above section)

25 =132

Here the IP address is given as 192.168.10.31. The first address range can write as
follows.

192.168.10.0 — 192.168.10.31

" T~

Network address Broadcast a SS

First address range - 192.168.10.0 — 192.168.10.31

Second address range > 192.168.10.32 — 192.168.10.63 \
Third address range 2> 192.168.10.64 — 192.168.10.95

%

he first range?

4. What is the network address and broadcas

192.168.10 0.31
Network address is first addre and it is used for identification network
segment.
Broadcast address is in the network, and it is used for addressing all the

nodes in the netw,

the first and last usable addresses in the first address range?

at

921168.10.0 and 192.168.10.31 are used for network address and broadcast address.
erefore, those addresses cannot assign to a host. Then the next address after the
twork address is the first usable address in here.

First usable address 2> 192.168.10.1
The address before the broadcast address is the last usable address in this range
Last usable address > 192.168.10.30
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6. The last usable address in the first address range

We have to assign last address of a range for the Broadcast address. Therefore after
allocating last IP address, the IP address before the last is 199.100.10.62

The last usable IP address of the range 199.100.10.0 — 199.100.10.63 is,
199.100.10.62

7. The broadcast IP address

The first address range is

199.100.10.0 — 199.100.10.63
The Broadcast address is the last address of the give

Broadcast address — 199.

Calculate the following for a networ is having 120 hosts

1. Subnet mask

t the nearest power of two greater than 122. It is simple and easy.
is 128. To write 128 as a binary number we need 7 bits. Then we
0000 in the subnet. The rest of the bits are mentioned as 1s.

11111111.11111111.11111111.10000000

™

7 bits are allocated to the hosts

Now let’s write above value in decimal form,
255.255.255.128
Therefore the subnet mask equals to 255.255.255.128
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e |t can be used to establish a connection between two computers.
Disadvantages of TCP/IP
Here, are few drawbacks of using the TCP/IP model:

e TCPI/IP is a complicated model to set up and manage.

e The shallow/overhead of TCP/IP is higher-than IPX (Internetwork t

Exchange).
¢ In this, model the transport layer does not guarantee delivery of paékets.
o Replacing protocol in TCP/IP is not easy.
¢ It has no clear separation from its services, interfaces, and proetoc

Differences between OSI and TCP/IP Models

OSI Reference Model T ongeptual Layers
Application
' Presentation Application

I Session

B Tra V<—> Transport

3] rk — Network
ta Link — Network
Interface

Physical

Figure 99: OSI vs TCP/IP

The above diagram depicts how the layers of OSI Reference Model and TCP/IP Reference
Model Maps. Now let’s discuss some major differences between OSI Reference Model
and TCP/IP Reference Model.
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e Encryption algorithm is complex enough to prohibit attacker from deducing the

plaintext from the ciphertext and the encryption (public) key.

e Though private and public keys are related mathematically, it is not be feasible to
calculate the private key from the public key. In fact, intelligent part of any public-

key cryptosystem is in designing a relationship between two keys.

Private Key

Unlike the publicly accessible public key, the private key is a secret key knowi onl its
owner, with the private key and public key paired such that the recipiént c se

corresponding key to decrypt the cipher text and read the original messag

A KEY PAIR
>

encrypts - ()= PRIVATE decrypts
(= PRIVATE digitally signs == = verifies the signature
-

{IVATE authenticates verifies the authentication

PRIVATE o , >

dec ata.“See also encryption, key, public key encryption, and security.”

mmary Public key cryptography
Public key cryptography provides the basis for securely sending and receiving messages
with anyone whose public key you can access.
Public keys enable:

e Users to encrypt a message to other individuals on the system
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direct access to the internet. Therefore, an email server will be built or placed inside
the DMZ in order to interact with and access the email database without directly

exposing it to potentially harmful traffic.

o FTP servers: These can host critical content on an organization's site, and allow

direct interaction with files. Therefore, an FTP server should always be partially

isolated from critical internal systems.

A DMZ configuration provides additional security from external attacks, but it typic
no bearing on internal attacks such as sniffing communication via a packet yzer

spoofing via email or other means.
DMZ Designs

There are numerous ways to construct a network with a DMZ. T o major methods are

a single firewall (sometimes called a three-legged model), or, ach of these

system can be expanded to create complex archite ilt to satisfy network

requirements:

External Firewall

Q
S

Figure 118: Single Firewall vs Dual Firewall

Firewall

e Single firewall: A modest approach to network architecture involves using a single
firewall, with a minimum of 3 network interfaces. The DMZ will be placed Inside of

this firewall. The tier of operations is as follows: the external network device makes
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